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STM32WB Series MCU
with Built-in BLE 5§ and IEEE 802.15.4
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STM32WB

€3 Bluetooth’s

fHREAD
LigBee

Open 2.4 GHz radio Dual-core / Full control loT Protection ready Massive integration
Multi-protocol Ultra-low-power Cost saving
M4 and MO+

1ME Flash

st

CubeMonitor-RF

A large offer Advanced RF tool, Energy control No matter what!
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STM32WB

» Extend network coverage with BLE Mesh

* BLE 5.0 radio
/—> 9 BIUE;OOth + 2x faster speed with 2Mbps capable mode

» Last IEEE 802.15.4 standard ready

. . ' * OpenThread
. L * BLE and OpenThread in Static and Dynamic

THREAD ZigBee concurrent mode

* Proprietary protocol capable (BLE like or 802.15.4)

+ Best-in-class RF with up to +6dBm output power
2.4 GHz and 102 dB link budget
* Energy sensitive application with only 3.8mA in RX

Open and 5.5mA in TX (@ 0dBm)
* BOM cost reduction thanks to Integrated balun
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STM32WB Simplicity of development

2 independent cores for real-time execution

Mono-core p \
CPU x Arm Cortex-M4
Application Firmware . Application Firmware + Peripherals)
Perip;erals ( Arm Cortex-M0+ |
\ Radio+stack / Q Radio Stack j
» Benefits

» Drawbacks
* Time sharing
= Longer processing time — Greedy current consumption
* Need companion MCU (increased cost)

+ S0C solution (1 single die)

Full flexibility - Easy development — User experience
+ Increase battery life

All-in-1 solution - cost saving

Speed up time to market

[ ” life.augmented
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STM32WB

KEY FEATURES e N N ~
- 2 independent cores for real time execution
Security Arm® Cortex®-
« Ultra-low-power consumption PCROP, PKA, M4 MPU + ART Accelerator™
- 50 pA/MHz Active mode (at 3.0V) TRNG FPU Up to 1MB Flash
- 1.8 A Stop mode (Radio in standby + 256KB RAM) AESCfSB'b'L + DSS 4%“:;— Up to 256KB SRAM
» < 50 nA Shutdown mode @
_ \ VAN U\ J
- Peripherals
-2xI2C, 1XUSART, 1xLP-UART, 2xSPI, 1x USB 2.0 FS ( Lcosxo )~ A
device supporting Battery Charging Detection, 1xSAl, Cortex-M0+ Core
Q-SPI (XIP), 6x 16-bit timer é ) USB20FS @ 32 MHz
(including LPWM and low-power one) ADC 12-bit Cg;t|al|_z!(e355 2 4 GHz Radio
2x Comp LP-leRT BLE 5
- 1.71 to 3.6V voltage range (DC/DC, LDO) Temp sensor SAl Quad-SPI 802154
Cap. Touch ’ Concurrent mode
« -40°C to +105°C temperature range \_ VAN Yy,

K ” life.augmented
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STM32WB
Benefit of Dual Cores processing

Main application activity:

o Indep_endent Radio activity: » Computing data (sensor fusion ...)
* Uploading data to mesh network or smartphone - Flexible arm CM4 CPU speed up to 64 MHz
+ OTA of Radio protocol stack or application FW - Batch Acquisition Mode (BAM) with CPU
* Running on arm CM0+ and Flash turned off
Power 4
(MW) | () Dual CPU activity

» S0pA/MHZz only!
» Both Radio and Application
running independently

o Energy saving mode
* RAM + RTC running @ 1.8uA
« Fast wake up @ 5ps

Super saving mode
Shutdown < 50 nA
+ Battery energy saving

B Competitor A

(5)

Time (ms)

Competitor B
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STM32WB All in one MCU - Full flexibility control

* Retrofit legacy product to BLE 5 and concurrency
mode

* Remotely upgrade device with OTA capability

* Brand protection with Authenticated FW upgrade
system

Robust RF link -100dBm sensitivity with IEEE 802.15.4 and =
+6 dBm output power

Upgrade legacy 802.15.4 device to BLE 5 «

Update securely Radio and stack firmware with build-in RSS «

BLE 5 and 802.15.4 protocols Mesh capable to extend »
network range

Fleet
maintenance

* Multipoint BLE 5 connections

* Small form factor design with CSP100 pins

= Battery life time care with < 50 nA Shutdown
mode

* Dynamic Efficient 50 pA/MHz

* Extend memory storage with Quad-SPI

* Handle advanced algorithm with 1 Mbyte of

Lighting

Up to 105°C radio capable =

Down to 600 nA mode with RTC and 32KB of RAM =

Only 5ps wakeup time over 16 wakeup lines =

PCROP, ECC, TRNG, PKA, for best design =
robustness

Reduce BOM cost with built-in LCD booster =

- . i Flash
Industrial devices Fitness/ = Cost optimized product with USE 2.0 crystal-
Healthcare less device

* -100 dBm sensitivity to increase area coverage

* Customer Key Storage (CKS) for trustable
Application update

* Manage full duplex audio with embedded SAl

* USB FS 2.0 with Battery Charging Detection for
remote device '

Beacon profile available among a huge list =

Embedded balun to minimize design cost =

Only 5.5mA Radio TX current to extend beacon life time =
Up to +6 dBm output power to get best beacon range »

< 1.8 pA Stop mode with full RAM for battery life =

optimization
[ ,’ life.augmented

Down to 1.71 full feature capable =

Beaconing Home security
and Audio
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ST

M32WB

loT Protection Ready

Basic

Advanced >

Non Invasive
Attacks

=)

Attacks description

Environment modification
+ Temperature
+ Voltage
« Clock ....
Fault injection (glitches....)
Exploit debug features
Side channel, power Analysis, ...

STM32WB Countermeasures

Temperature sensor

Power supply integrity monitor

Clock security system

Tamper pads

Memory ECC, Parity check

RTC alarm, registers, SRAM mass erase
JTAG Read out protection

BOOT from Flash only

Software
Attacks

X

“-

Low Authentication / Encryption
Extract keys

Exploitation of applicative test features
Malware / Virus

Replay, privilege escalation

Customer Key Storage (CKS)

RNG, Crypto accelerator, CRC

Write memory protection

Read Out memory protection

Memory Protection Unit (MPU)

Root Secure Service (R3S)

Secure Firmware Update (SFU)

Proprietary Code Read-Out Protection (PCR
96-bit ID

Lys
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STM32WB

STM32WB - A large offer

Bluetooth 5, Thread, ZigBee 3.0 and proprietary protocol capable

Flash memory / RAM size (bytes)

4
1M/256K STM32WB55CG STM32WB55RG STM32WB55VG
512K/ 256 K
256 K/ 128 K
» Pin count
48-pin UQFN 68-pin VQFN 100-pin WLCSP
(0.5 mm pitch) (0.4 mm pitch) (0.4 mm pitch)

Kys..oe From 1.71 to 3.6V and from -40°C to +105°C |

NVNETsiica 10
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STM32WB

Prototyping made as easy

=i ’ i
%
sTmM3>" NI
CubeMonitor-RF

STM32CubeMX
Hard_\Nare Code generation
Evaluation Pack Power calculation
\ / \ STMSZCubeMonRF

[ ” life.augmented
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STM32WB

A complete flow, from configuration up to monitoring

-
sTM32" I
CubeMonitor-RF

- b iy —————r
\ f o
- e FREE !
asiistsn e i
=1 o -14— .

ii
s

[?Y‘!;m l [qrm KEIL\
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STM32CubeMX STM32CubeMonRF

am Windows
mac0S°®

Configure & Generate Code Monitor
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STM32WB

extra information
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STM32WB BlueTooth - Technology 9
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STM32WB Click below to see the STM32WB presentation @

V

|

g
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STM32WB For more info see below

EMCU

STMic:

(by EMarinoni)

lectronics digital components

* X %

* * This software. schematics, Wional et ace provided “as is™ “no guarantee is released”
the use of the ressased material hece is only for  1ough Guide
1n 10 event shall the @mcu.eu o #MCUK Of CONTDUTOTS be Sable for any dect indirect
* * incidental special exemplary, of consequential damages (inchuding. but not med to.
E U Ro p E procurement of substtute goods or services: 055 of use data. of profits. or business
teerupton) <aused and on any thecey of Kabiity. whether in CONACT. ST
Y. of ot (inchuding neghigence or Gtherwise) arsing in any way out of the use of

this software. schematics, tutoral etc. even if advised of the possids

of such damage

STM32WB series of Wireless MCUs ATTENTION
Use FIREFOX or CHROME fora
If you like it, share it lear v

0 O 0 O ™M this web site

of the images present in

November 2018
M T W T F § §

» Introduction

KT presentation Recent Posts

= Configure Ultimaker CURA soft-
= EvaBoard ware for use the Creality 3D
ife OUgmefﬁed printer model ENDER 3

NVNETsiica 16


http://www.emcu.eu/stm32wb-series-of-wireless-mcus/
http://www.emcu.eu/stm32wb-series-of-wireless-mcus/
http://www.emcu.eu/
http://www.emcu.eu/

STM32

K " life.augmented

NVNET

IIIIII


http://www.emcu.eu/
http://www.emcu.eu/
https://www.youtube.com/watch?v=rex-rNSn6XE
https://www.youtube.com/watch?v=rex-rNSn6XE

STM32
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STM32 Online Training
In depth education
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